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Who am I?
ABHIJITH B R

• Founder of Adversary Village at DEF CON 

(https://adversaryvillage.org/)

• Managing Offensive security operations in a global FinTech company

• Former Deputy Manager cyber security at Nissan motor corporation, 

previously with EY 

• A decade of experience in the offensive security domain

• Started running https://tacticaladversary.io project last year

• President and Lead organizer at DEF CON Group 

(https://dc0471.org/)
@abhijithbr
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Adversary Village at DEF CON

https://tacticaladversary.io/



Conclusion
What was this guy talking about?

@abhijithbr

Conceptual Red Team vs Blue Team
Portrayed as native Kerala (India) martial art form “Kalari Payatu”

*Artwork created for c0c0n conference, 2018

https://tacticaladversary.io/
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Red, Blue, Purple Team

Definitions? Yes, we still need to do this!
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Adversary Simulation, 
Emulation, Threat emulation
Breach and Attack Simulation

Definitions? Yes, we still need to do this!
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You need to hear this!

So, what is the difference?
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Evolving Threat Actors
Threat actors, Ransomware, Insiders

• State sponsored threat actors

• Ransomware groups

• Insider threats

• Zero day exploits! Not fun!

• Extortion groups! Uber? 

• Supply chain attacks

• Your worst nightmare, Breaches!

https://tacticaladversary.io/



https://tacticaladversary.io/

Has your organization faced a targeted 
threat actor or ransomware attack?

Question for you!
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What are your Cyber Security investments?
How much do you spend on security products?

• Security Operations Centre [SOC]

• Endpoint security products

• Anti-Virus, EDR, EPM, Web proxies, DLP

• Perimeter security products

• Vulnerability scanners and Patch management

• Staff – Acquiring, Retention, Continuous skill development

• What else?

https://tacticaladversary.io/
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How do you assess the efficacy of 
your cyber defense products?

Question for you!
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Today!!

When can you get started?
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Visit Adversary Village
Track 4 at c0c0n
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Live Maze Ransomware Simulation 
Adversary Village at c0c0n 2022 

Initial access gained through

targeted spear phishing OR 

compromising Citrix/VPN server

RDP/SMB/WMI/WINRM

Lateral movement and

Ransomware propagation 

(T1003, T1077, T1676)

RDP/SMB/WMI/WINRM

Lateral movement and

Ransomware propagation

(T1003, T1077, T1676)

User John

Reconnaissance

Network RECON(T1087, T1135)

User Wick User ubuntu

DC and DB Systems

1

Ransomware Execution

File discovery (T1005) and Data encryption (T1486)

Credential dumping (T1003.001) and Lateral movement

2 5

6

Lateral movement and Credential Access3

Privilege escalation(TA004), Lateral movement and Credential Access4
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Follina aka MalDoc

Example Mini Simulation
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How to get started?
Adversary Simulation | Purple Teaming | BAS

• Phase one: your internal offensive security OR red team. Even your 

internal penetration testing team can get it started.

• Phase two: Hundreds of open-source frameworks and scripts.

Examples: Caldera, Prelude Operator, APT Simulator, Atomic red 

team, C2 Matrix

• Phase three: Enterprise Breach and attack simulation products

Example: SafeBreach, AttackIQ, Scythe, Prelude Operator 

enterprise etc
https://tacticaladversary.io/



How to get started?
Adversary Emulation Library | MITRE Engenuity CTID

https://tacticaladversary.io/

Adversary Emulation Library: https://github.com/center-for-threat-informed-
defense/adversary_emulation_library

Adversary Emulation Plans: https://attack.mitre.org/resources/adversary-emulation-
plans/

https://github.com/center-for-threat-informed-defense/adversary_emulation_library
https://attack.mitre.org/resources/adversary-emulation-plans/


How to get started?
Purple Team Exercise Framework from Scythe

https://tacticaladversary.io/

Purple Team Exercise Framework (PTEF): 
https://github.com/scythe-io/purple-team-
exercise-framework

https://github.com/scythe-io/purple-team-exercise-framework


Conclusion
Takeaway

• Get the maximum out of your cyber security investments

There is no point in having and AV or EDR if you have configured it 

poorly.

• Extend your simulation scenarios to each security products and 

services then create full attack sim scenarios to assess the full 

attack chain

• Good luck!

https://tacticaladversary.io/
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Thank you!


